Capital Markets Case Study

Abstract

Firms in capital markets train custom ML/Al models to power quantitative

research, trading, and risk management. This creates a classic Red Queen
dynamic, in which firms must continuously refresh models along with their

runtimes and dependencies to avoid falling behind, as today’s cutting edge

becomes next month’s baseline. The challenge is that ML/Al workloads
depend on a fragile matrix of NVIDIA CUDA, Python, and other software. This
fragility makes it difficult to ship production-quality ML/AIl assets quickly while
controlling for operational, compliance, and supply-chain risk. These
organizations use Flox, a package manager and build system built on top of
open source Nix, to give them a fast, secure, repeatable path from R&D to
production. Flox permits controlled software releases (or rollbacks) without
disrupting live systems, making it possible for teams to rapidly deliver cutting-
edge ML/AI software releases in a safe way. Flox also supports traceable,
attestable provenance and generates deterministic SBOMSs, simplifying both
compliance and CVE remediation.
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Introduction

Capital markets have long been at the cutting edge of using machine learning (ML) and
artificial intelligence (Al) in production. Decades before the emergence of practices like
MLOps or DataOps, financial services pioneered the use of embedded ML models to
support real-time fraud detection, credit-risk decisioning, and similar high-throughput,
low-latency processes.

These companies helped pioneer many of the patterns teams rely on to build, ship, test, and
deploy production ML/AI assets. For use cases like algorithmic and systematic (quant) trading,
firms need to be able quickly and reliably to deploy models in response to time-critical market
conditions.

At the same time, the actions they (or machine intelligence) take are subject to intense
scrutiny from regulators. For automated processes like credit-risk decisioning, anti-money
laundering (AML), and know your customer (KYC), companies need to be able to demonstrate
exactly which models, rules, pipelines, and dependencies were running at decision time, so
outputs are traceable and defensible.

Flox, the package manager and reproducible build system based on open source Nix, has seen
significant uptake in financial services. PDT Partners, a pioneering user of Nix in capital
markets, is profiled as part of Flox's Nix in the Wild series; Flox itself was spun out of the D. E.
Shaw group, an early innovator in quantitative investment. These and other firms rely on Nix for
a fast, secure path from R&D to production. Today an increasing number of firms in financial
services use Flox so that researchers, engineers, guants, and other contributors can work
within Nix's strong reproducibility and determinism safeguards without requiring specialized
Nix knowledge.

Flox builds on the reproducible, deterministic foundation provided by Nix. It augments Nix with
a curated catalog that indexes more than 190,000 packages, including millions of historical
package-version combinations. Flox gives teams a simple workflow for building, packaging,
and publishing custom software to a searchable on-premises private software catalog.
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Like Nix, Flox integrates transparently with governed Git-based release workflows; like Nix,
Flox enables atomic promotion and rollback across both Git and Nix store-path references.
FloxHub adds a second promotion path that decouples the environment from any repo: a pod
spec, Slurm job, systemd unit, or AMI build script can reference a FloxHub generation and pull
the pinned environment at runtime without checking out a commit. In addition, FloxHub
automatically generates attested, authoritative SBOMs for both individual packages and Flox
environments.

Why existing deployment
patterns fall short

In capital markets, organizations thrive on the ability to research, develop, and operationalize
cutting-edge workloads. ML/Al researchers and MLOps engineers iterate on code and
dependencies, validate changes, and roll out software via gated deployments. For some
business services, like model-driven trading, this advantage is time-bounded, so time-to-
production directly affects outcomes. Operationally, the priority is to ship software as fast as
possible without compromising control, security, or governance.

But software deployments are risky by nature, especially when updates replace production
instances. Most organizations reduce this risk by shipping immutable artifacts, such as virtual
machines (VMs) and OCI container images. They use VMs or containers (as units of transport
and runtime isolation) in tandem with controlled patterns for rollout and rollback (blue/green,
canaries). These patterns add build, distribution, and validation overhead, especially when
workloads need to follow fast-moving, GPU-accelerated ML stacks.
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THE PROBLEM The ML/AI Dependency Matrix

ML/Al workloads depend on tightly coupled layers. Only certain version combinations are valid. The alignment problem is combinatorial.

Stack A

GPU Driver 550.x
CUDA Toolkit 124
cuDNN 9.1
Python Runtime an
ML Framework PyTorch 2.3

Native / Serving Libs Triton + NCCL

+ Compatible

Teams need all four at once: Compatibility

Stack B Stack C Stack D
550.x 535.x 535.% x
121 1.8 12,4 =
89 8.6 91 x
310 3.9 i
PyTorch 21 vLLM 0.4 PyTarch 2.3 =
TensorRT + NCCL ONNX RT Triton x

+ Compatible « Compatible * Incompatible

Reproducibility Traceability + control Supply-chain visibility

Key insight: If any layer is wrong, the workload doesn't run. The alignment problem is combinatorial, not linear.

This challenge is compounded by the complexity of modern ML development. ML/Al workloads
depend on a massive matrix of tightly coupled CUDA user-space libraries, Python runtimes,
native libraries, and serving frameworks. If these dependencies don’t line up exactly, ML/AI

workloads won't run.

“Works on my machine” was a costly source of exasperation prior to the advent of ML/Al at
scale; it's no longer tenable at the scale and speed these workloads demand.

Across capital markets and financial services, teams usually want four things at once:

versions and model runs.

= FLOX

Compatibility with existing systems and operational patterns (Cl, registries,
Kubernetes, policy controls).
Reproducibility that supports apples-to-apples comparisons across software

Traceability and control, including reliable change tracking and one-step rollback.
Supply-chain visibility, so teams can answer: what’s running, where, and why?
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How and why images
become a bottleneck for
ML/AI

Not all financial services firms use container-based workflows. Some still operate on
VM-first infrastructure and governance models, so that adopting Kubernetes, OCl image
registries, and related software supply-chain tooling would also require reworking
existing platforms, pipelines, and approval processes.

Both VM and container patterns isolate ML/Al dependencies by packaging them into baked
images. This has two benefits: it prevents CUDA, Python, and other dependencies from
conflicting with software on the hosts on which they run; the VM or OCI| image doubles as a
portable artifact for shipping a runtime environment.

Generally speaking, any baked, immutable artifact—be it a VM or an OCI| image—makes

the artifact itself the unit of change. Promoting these artifacts entails a rebuild = publish 2>
redeploy = re-test loop that impedes the velocity at which ML/AI software can be delivered to
production. On top of this, image rebuilds usually change transitive dependencies across OS,
Python, CUDA, and other packages.
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THE BOTTLENECK The Image Promotion Cycle

Any baked artifact—VM or OC| image—makes the artifact the unit of change. Every dependency tweak triggers the full loop.

N " 3
Rebuild Publish What compounds the cycle:
Full multi-GB image rebuild Push to registry . _ .
Trarsiiva dans Erangs Hetiwork  sforage aost . Image size. ML images routinely reach tens of GB
A =4 < _/
every ] Dep churn. One change cascades across the tree
change
( N N GPU split. Deps span image + host, managed separately
Re-test Redeploy
Validate from scratch Pull + roll out across fleet Researcher tax. Must work inside the isolation boundary
Coarse-grained diffs Slow image pulls |
A
Artifact = unit of change No fine-grained dep diffs before rollout Velocity limited by heaviest step in the loop

Key insight: The cycle runs on every dependency change. For fast-moving ML stacks, the loop itself becomes the bottleneck.

These workflows also make specific assumptions about how ML/AI researchers and MLOps
teams work. First they assume that researchers have access to accelerated hardware, and that
Cl/prod run comparable acceleration. In most cases, these are safe bets. But this expectation
also forces ML/AI researchers to work on specific hardware (CUDA GPU resources), matching
what's used in model training, and work in a certain way—i.e., inside the isolation boundary
(VM or OClI image), walled-off from their local resources.
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Image workflows introduce five recurring drawbacks for ML-dependent orgs:

1. The rebuild = push = pull = test tax
Image iteration is inherently cyclical. For multi-GB ML images, repeated registry round-trips
cost time, bandwidth, and storage; in cloud environments, egress costs can become a line
item.

2. Small changes rarely stay small
Adding a single dependency to an image pulls in n transitive dependencies. A security fix to
one library may require updating its transitive dependents, which in turn pull in new
versions of their own dependencies. These changes propagate across dozens of packages.

3. Change control is coarse-grained
VMs and digest-pinned images don’t support fine-grained diffs of the full dependency tree.
You can swap images, but you don’t get a deterministic way to describe, compose, and
review changes before rollout. Individual changes are so difficult to isolate, the entire VM or
OCl image becomes the unit of change.

4. GPU stacks blur the boundary between “inside” and “outside”
GPU workloads split their dependencies across two layers: some (CUDA toolkit, cuDNN,
Python libraries) ship inside the VM or OCI image, others (GPU drivers) live on the host. Both
layers must be compatible, but they're managed by different teams and updated on
different schedules. Prebuilt vendor images bundle a known-good stack, but you gain
compatibility at the cost of control over dependencies and updates.

5. Image size compounds every other problem
With bundled CUDA and Python dependencies, model weights, signals, and other
dependencies, ML/Al images routinely reach tens of gigabytes. At that scale, every VM or
OCI rebuild takes longer, every registry round-trip costs more, and every deployment is
slower to pull and start.

So: VM images and OCl images + Kubernetes remain the default operating model—but

ML/AI teams still need a reliable substrate for controlling dependencies, reproducing
behavior (and output) at build time and runtime, and tracking changes.
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THE INVERSION Image as Unit of Change vs. Environment as Unit of Change

The structural shift: move the source of truth from an opaque image to a declarative, reviewable environment reference.

TRADITIONAL
Dockerfile build OClImage ‘ push Registry deploy Production g:"back = :’b”"d *br_elgep'f’y_
Cpaque, multi-GB . : R —— . ¥ ange one dep - rebuild entire image
+ mutable base image Ml Dol Tag-based promotion Image = promotion unit SBOM = what actually deployed
G o
WITH FLOX
OClImage
. £ derived artifact _ "

Flox Environment i Pinned Reference Production Rollback = switch refe-rence

Declarative manifest Git SHA [ store path / ; 9 Referance = Change one dep > atomic update
& source of truth FloxHub generation Direct Activation promotion unit SBOM derived from same source

VM [ bare metal / K8s

Key insight: The image becomes a derived artifact, not the source of truth. The promotion unit is the environment reference—across every deployment surface.
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Runtimes as code, with a
single source of truth

What if teams could make the following not merely possible, but practical:

* Runtime as code.
Define CUDA + language stacks as a human-readable declarative spec.
e Tighter feedback loops.
Iterate without rebuilding = pushing = pulling = testing on every change.
 Time-invariant reproducibility.
Pin environments so they behave the same months or years later.
» Reviewable upgrades.
Always know what changed between releases ... before deploying.
e One-step rollbacks.
Roll back by switching an atomic reference back to a known-good state.
 Provenance by construction.
Trace packages back to their sources and build inputs.
« SBOMs by design.
Derive dependencies from a declarative spec. Get a deterministic inventory of what’s
running and where.
» Targeted remediation.
Patch vulnerabilities by editing declarative definitions and promoting a new incremental
version.
» A controlled path to production.
Use the same environment across laptops - Cl = staging - prod.
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That'’s the role Flox plays. Flox is based on Nix, the open source system designed for building
and running software as declarative, input-addressed artifacts. Flox exposes Nix's core
properties (i.e., reproducibility, hermetic builds, deterministic artifacts, atomic rollback) without
requiring knowledge of either the Nix language or Nix’'s functional programming paradigm.

A helpful analogy is open source Linux: Flox is to Nix what early Linux distributions (like
Slackware, SUSE, Red Hat, and Debian) were to Linux. It exposes all the capabilities of Nix
while abstracting its more intimidating edges. For example, in place of Nix's novel functional
language, Flox substitutes human-readable TOML; in place of Nix expressions, flakes, dev
shells, and profiles, teams get a unified environment for build-time and run-time use cases.

Flox also makes it easy to find and install both current and historical versions of software.

The Flox Catalog indexes more than 190,000 distinct packages and offers millions of package-
version combinations. Teams can use the Flox CLI, with its familiar git and npm-like
commands, to search for and install software. Primitives like package groups, priority levels,
and system-specific constraints make it straightforward to install conflicting versions of CUDA,
Python, and other packages side by side with one another.

How it works

LIFECYCLE One Pinned Reference, Every Stage

The same Flox environment reference travels unchanged from a researcher's laptop through Cl, evaluation, staging, and production.

Pinned Flox environment reference — identical at every stage

Promote reference —_— Deploy via image
to pre-production or direct activation

Researcher prototypes Build, package, test
in isolated Flox env against pinned env

Model eval gates

Local Dev Cl / Build Evaluation Staging Production
against same ref

define build + test validate promote deploy

v ldentity across all stages v Apples-to-apples testing v Rollback = revert reference v Reproduce any stage on demand

Key insight: What a researcher runs locally is bit-for-bit identical to what runs in production. No drift, no "works on my machine."
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For ML and Al work, Nix allows ML/AI research, MLOps/ML platform engineering, product
engineering, and other teams to go much faster as they build, test, and iterate on their work.
Its portability and reproducibility guarantees make it easier for teams to collaborate when
sharing and reusing project environments.

In local development, ML/Al researchers prototype in Flox CUDA/Python environments,
promoting the same environments (via Git, FloxHub, or as distroless OCIl images) into Slurm
jobs, KubeRay workers, or Cl pipelines. On VM or bare-metal nodes, activation is as simple as
calling ‘flox activate’ in a job script.

During hardening and evaluation, MLOps teams rebuild and test from the same Flox
environments used in R&D, validating them against the CUDA and Python dependencies they'll
use in production.

Hardened Flox environments get promoted to staging and production, with testing under
production-like conditions. Rollback is by switching a reference to a prior Git commit, Flox
generation, or Nix store path hash.

For maintenance and incident response, SREs can exactly reproduce a production Flox
environment by checking out its Git commit, pulling a generation from FloxHub, or referencing
its Nix store path hash.

For compliance and security, Flox provides a declarative record of what software runs in
production. Flox-built packages travel with attestable provenance + can be used to generate
deterministic SBOMs.
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How capital-markets firms
use Flox

The following sections unpack these benefits in greater detail.
Capital-markets firms use Flox in two complementary ways:

« Flox runtime environments declaratively define the complete runtime dependency set used
across local development, Cl, staging, and production. These environments can include
open source and commercial packages, internally published packages, CUDA toolkits and
CUDA runtime libraries, and pinned language runtimes such as Python. Where teams treat
model artifacts (weights, checkpoints) as deployable inputs, they version them alongside
the runtime definition and promotion workflow.

« Flox build + publish workflows turn custom software into reusable, immutable packages
that teams can install anywhere. Depending on the workload, teams use either manifest
builds (wrapping existing build recipes) or Nix-expression builds (fully sandboxed, purely
declarative builds) to compile and package models, pipelines, custom ops/kernels, internal
tooling, and other research outputs, then publish them to a private Flox catalog via FloxHub
for consistent reuse across projects and stages.

Locally, ML/Al researchers work in project-specific Flox runtime environments (i.e., subshells)
that isolate user-space dependencies from their host machines. This makes it possible for
conflicting versions of CUDA-adjacent libraries, ML frameworks, Python packages, and native
dependencies to coexist on the same system at the same time. Teams define Flox
environments in a declarative manifest. When they need to make work reusable across
projects, or promote work to Cl, they can package and publish artifacts (including versioned
model artifacts) using Flox’s build-and-publish workflows, distributing them via their private
Flox catalog.
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ML/AI teams can track and manage their Flox environments alongside their code. One of the
most common patterns is to promote changes to a release branch, with Cl building, packaging,
and testing against the pinned Flox environment. Model evaluation runs its own checks
against the same pinned reference. Teams pin and promote Flox runtime environments using
one of three references:

e A Git commit SHA
« A Nix store-path hash (i.e., /nix/store/<hash>—..)
e A FloxHub environment generation

Rollout or rollback is as simple as changing a pinned reference: switching/reverting a Git
commit; defining a new/prior Nix store path; or promoting/rolling back to a different FloxHub
generation. Pipelines in both Cl and eval gate against the same Flox runtime environment, and
deployment uses the same pinned reference.

These references feed into whatever deployment mechanism teams use. For container-based
workflows, Flox generates distroless OCIl images from the pinned environment.
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https://nix.dev/manual/nix/2.22/protocols/store-path
https://flox.dev/docs/concepts/generations/?h=generation

Flox environments can also run “uncontained” on Kubernetes GPU nodes, using a Flox
containerd runtime shim that realizes a pinned declarative environment at pod startup instead
of pulling and unpacking a conventional container image.

PATTERN B Kubernetes, Uncontained (Imageless)

Eliminate registry round-trips and image rebuild loops. Reference versioned Flox environments directly in Pod templates.

Flox Environment pod start Kubernetes Pod

Versioned reference
in Pod template

Runtime Shim resiize
Pulls + realizes env P Same YAML, same objects, same tooling

into immutable store Root filesystem realized at runtime — no image pull

Registry round-trips Image rebuild-loops Base-image drift v Update = switch the environment reference

Key insight: Kubernetes still looks like Kubernetes. The difference is how the container root filesystem is realized—directly from the Nix store, not from an image.

For VM or bare-metal workflows, the node itself is stateless with respect to the Flox runtime
environment. Concretely, a job script or orchestrator simply passes a pinned Flox environment
reference at runtime and the VM or bare-metal node activates it. In this way, updating the
runtime environment never requires reimaging or redeploying the underlying host.

Across all deployment patterns—viz., OCIl images, VMs, bare metal—the promotion unit is

the environment reference, not an image. For container-based workflows, OCIl images are
derived artifacts, generated reproducibly from the pinned Flox environment. A single Flox
environment can feed traditional OCl image pipelines, run “uncontained” on Kubernetes, or run
inside a VM, so teams can keep one versioned runtime definition while choosing the realization
path that fits each service. In both the uncontained and VM patterns, Flox can resolve and pull
the required environment generation at startup so each workload comes up on the intended
runtime without rebuilding an image. With Flox, the image becomes a delivery mechanism:
neither the source of truth nor the artifact of promotion.
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PATTERN C Hybrid — The Convergence Point

Most large organizations land here. One versioned runtime definition, three realization paths chosen per workload.

( ' export Minimal OCl Images
/ External distribution, compliance regs,
Flox Environment traditional image pipeline workloads
Versioned releases g Production
Single dependency backbone \ : i initi
g P ¥ eforores Kubernetes, Uncontained / Same runtime definition
Common to all workloads Internal services, fast iteration, Three realization modes
rapid rollback velocity workloads Chosen per workload
7
L /
iV o
VM [/ Bare Metal
Slurm jobs, VM-first governance,
stateless hosts, no image reguired
A
When to use which:
OClImages Uncontained VM / Bare Metal
A External distribution B Internal K8s services c VM-first governance
Compliance regs = Air-gapped Fast iteration « Rollback velocity Slurm « Stateless hosts

Key insight: One dependency backbone governs all workloads. Teams choose their realization path per service—not per stack.

Managing conflicting ML/Al dependencies

Flox gives teams a scalable coexistence model for their ML/Al dependencies. Every
package into its own immutable, hash-addressed store path, so multiple versions of the same
dependency can coexist on the same host at the same time without colliding. ML/AI stacks run
in isolated subshells, automatically binding against their declared dependencies. What is more,
with Flox it's possible for conflicting versions of dependencies to coexist with one another
within each environment, too. Teams use Flox primitives such as package groups, priority
levels, and OS- or architecture-specific constraints to resolve conflicts.
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How it Works

A Flox environment is a declarative recipe that defines all the ingredients required to reproduce
the runtime context where a build or workload executes. These recipes are “ideal” in that Flox,
via Nix, evaluates them to materialize the runtime contexts they define, much like if you could
bake the same cake every time just by following a recipe. When other teams, Cl runners, or
production hosts evaluate that recipe, Flox always materializes the identical runtime context,
so the workload behaves the same across machines and over time.

A Concrete Example

Imagine that an ML/AI research team ships a new intraday signal model that depends on
PyTorch 2.10.0 and CUDA 13.0. In production, this model will run alongside other models built
against a legacy CUDA 11.4 stack. Both stacks must coexist on the same GPU fleet. With Flox,
each stack gets its own environment—its own CUDA toolkit, Python dependencies, ML
framework, native libraries, even models, signals, and code. The only host- or node-level
requirement is a GPU driver new enough to support CUDA 13.0; NVIDIA's backward
compatibility guarantees that legacy CUDA 11.4 workloads run on the same driver without
issue.

Conflicting dependencies in the same runtime environment

ML/AI workloads don't always run the same versions of every dependency. Say a PyTorch
inferencing stack needs OpenSSL 3.x for FIPS compliance, but also ingests real-time market
data via a vendor SDK linked against OpenSSL 1.1.1. The vendor hasn't yet qualified an OpenSSL
3 build, and replacing the SDK isn't feasible. With Flox, teams put each stack in its own
package group, and each resolves its required dependencies independently from a compatible
Nixpkgs snapshot. The serving stack pulls OpenSSL 3.x, the vendor SDK pulls OpenSSL 111,
and both coexist without colliding, with per-package RPATHs ensuring each binary links to the
right version. Flox composes a single environment from both groups.

The net net: orgs can run new and legacy ML/AI workloads side by side without dependency
conflicts across every phase of the SDLC. ML/Al research teams iterate faster because they
can trial new CUDA/Python stacks, production stays stable because each workload binds to
the CUDA/Python stack it declares.
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A reproducible release path through CI/CL

Flox gives teams a secure, repeatable path from prototype to production. A pinned
reference is the atomic unit of release, encompassing not just project code, but also its
build and/or runtime environments, including all dependencies.

In the release branch's hardening and evaluation phase, Cl validates not just that code
compiles, but that the environment behaves reproducibly end-to-end. Flox drops right into
existing Cl workflows for both build and runtime paths. In a build workflow, Cl resolves a
pinned reference, executes a Flox build to produce a package (from custom software, model
artifacts, checkpoints, or pipelines), tests it, and publishes the package to a private cache or
catalog. In a runtime workflow, Cl materializes a Flox environment, validates it, and publishes
the ready-to-run environment or a container image as the artifact.

A Typical Flox = Cl Workflow

1. Resolve a pinned reference. Cl pins the release unit by one of:
A Git commit SHA
A Nix store-path hash (/nix/store/<hash>-..)

A FloxHub environment generation

2. Materialize outputs as immutable artifacts. Cl produces one or more immutable, hash-
addressed artifacts: a built package, a ready-to-run Flox environment, or a container image.

3. Run checks in the declared environments
Tests run inside the realized build-time / runtime context to validate compatibility and
reproducibility, including ML/Al and CUDA/Python dependencies.

4. Publish to a private cache or catalog

The versioned runtime definition lives in version control and/or FloxHub; Cl publishes built
packages and realized environments to a private cache/catalog for reuse.
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5. Promote (and/or roll back) by reference
Deployments promote tested references; rollback is a single change to a prior known-good
reference.

This same flow applies to more than just code. TTeams use Flox in Cl to package model
artifacts (weights, checkpoints), pipelines, and curated datasets as immutable, hash-
addressed outputs, publish them to a private cache/catalog, and validate production runtime
environments against those same artifacts.

The net net: Cl| produces tested, immutable environments with everything needed to run.
Staging and prod promote the same bits unchanged. Teams get deterministic rollbacks and
clean diffs between releases.

Updating and rolling back by pinned
reference

Flox gives teams a reliable change-management loop for maintaining, updating, and patching
production.

This loop encompasses routine maintenance (security patches, CUDA/Python upgrades);
incident triage (patching a time-critical CVE, reproducing a production issue); planned feature
updates; and migrations that roll out new services. In Flox-based ML/Al workflows, change
management takes the form of controlled edits to declarative definitions: teams updates
versioned Flox environments; Cl rebuilds/re-validates the affected artifacts + runtimes against
changes, publishing any (re)built packages to an org’s private cache or catalog. Staging/
production promote (and/or roll back) by switching the pinned reference.
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A Typical Flox-based Change
Management Workflow

1. Change a pinned reference
Update the Flox environment to reflect the intended change: a new commit to a Git-
versioned manifest; a new (incremented) FloxHub generation; or a new Nix store-path
reference. Capture the change as a diff for review and traceability.

2. Rebuild and re-validate in CI
Test and model what the change impacts under production-like conditions; rerun checks in
pinned build-time and runtime environments.

3. Push to staging and then to production
Promote by switching the pinned reference: a Git commit SHA, a FloxHub generation, or a
Nix store-path hash

This looks like a standard Cl/CD workflow, and it is: update = validate = publish = promote.
But the unit of promotion is at once declarative and atomic: Cl blesses a pinned release-
branch reference that defines the runtime and/or publishes any newly built artifacts (including
ML assets) to the org’s private catalog or cache; staging/prod advance or, if necessary, roll
back by switching that reference. Even when the built artifact is an OCIl image, this Flox-
generated artifact is a minimal, distroless image, no less deterministic than the Flox
environment it derives from. Moreover, there is no separate build = push = pull = test >
rebuild loop. Teams still test the container, but the runtime inside it has already been validated
in Cl.
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CVE REMEDIATION Traditional Rebuild Cycle vs. Targeted Flox Update

A critical vulnerability surfaces. How fast can you identify exposure and ship a fix?

TRADITIONAL hours to days
Discover CVE Identify affected Rebuild images Push to registry Redeploy
Scan reports e images Full multi-GB rebuild Netwaork transfer Roll out new images
flag vulnerability Which images? Unclear for each affected image of multi-GB artifacts across fleet
WITH FLOX minutes to hours
Discover CVE Query dep graph Edit manifest Validate + promote
Same trigger as Hash-addressed store paths Bump affected package Cl gates, then switch
traditional path Exact packages identified in declarative definition pinned reference
Fullimagerebuilds Multi-GB-registry-pushes Guesswerk-about-exposure v Atomic, reviewable, auditable change

Key insight: Flox identifies exposure at the package level, not the image level. The fix is a targeted edit, not a full rebuild.

This makes patching a Log4j-class CVE surprisingly straightforward:
« |dentify vulnerable build and runtime environments.
« Make an atomic change: Bump or roll back the pinned reference.
- Validate in Cl, send to staging, then promote the new, release-ready reference to prod.
- Switching = changing the pinned reference that defines the runtime.

The net net: teams move faster toward safe production outcomes (patching, upgrades, and

feature rollouts) because changes flow through controlled gates, promoting or rolling back via
a hash-pinned reference.
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Provenance, SBOMs, and auditability

Flox gives firms an audit-ready GRC posture for running ML/Al workloads in production.

Flox environments and Flox-built artifacts travel with the answers to questions that security
GRC analysts, security compliance managers, third-party risk managers, security auditors, and
others demand answers to:

What is running?

How was it built? What is its provenance, inputs?
Who reviewed it/authorized it?

What changed since the last approved release?

Flox is built on Nix, and the genius of Nix is that each package comprises its own self-
contained software bill of materials. This means auditors can start from the realized output of
any custom-built package (i.e.,a /nix/store/ ... path)and enumerate that package's
complete set of transitive dependencies ... just by following the embedded store references.
They can also walk “upstream” from this realized output to reconstruct the derivation, or build-
step record, that produced it, recursively tracing how it was built, not just what it links to at
runtime. The SBOM for a Flox build or runtime environment that declares multiple packages is
the union of their complete sets of transitive dependencies, which auditors can recompute and
verify using the store paths themselves.
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A Typical Flox Audit Flow

1. Package immutable store paths
Teams publish immutable store artifacts as packaged Nix store archives (. nar files) to their
org’s own private cache or, optionally, to their private Flox Catalogs.

2. Bundle build metadata
For each artifact, Flox publishes associated cache metadata (. narinfo files) that links a
realized store path to the build step (i.e., derivation) that produced it.

3. Prove provenance
Auditors and GRC teams can trace a realized store path back to its producing build step
using the org’s private cache or catalog as the source of record. This is provable
provenance.

4. Test every link in the chain
Teams can also trace and recover the built artifact’s transitive build inputs as an attested
provenance chain grounded in systems and records the org itself controls.

GOVERNANCE Compliance by Construction, Not by Process

The engineering workflow produces the compliance evidence. There is no parallel record to maintain.

TRADITIONAL
Engineering track Before every audit:
DN B oy TositLam * Reconcile parallel records

drift ; drift i * Manual, expensive, error-prone
Compliance track * Evidence stale by the time
Approve = document = audit = reconcile it reaches the auditor

WITH FLOX

Single track: declarative definitions in Git What ran, how it was bullt
Store paths, build inputs, dep graph
Technical provenance + Governance provenance = Audit-ready by default Who approved, when it merged:

Git history of declarative definitions

Key insight: The pinned commit on a release branch simultaneously defines what Flox builds and encodes the review trail. No parallel record to reconcile.
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The net net: Flox answers auditor's questions about technical provenance; Git answers their
questions about governance: Who authored a change? Who reviewed and approved it? When
was it merged? How is it different? And because Flox fits so neatly into the SDLC, the same
Git-based pull request, review, and approval workflow that governs a team’s code changes also
governs changes to its declarative Flox build and runtime environments. The pinned commit on
the release branch simultaneously defines the build/runtime specs that Flox materializes and
encodes the review trail (PR history, approvals, signatures, and diffs) for compliance. Orgs gets
both technical provenance and governance for free with Flox + Git.

Business outcomes

In capital markets, competitive edge comes from shipping better ML models sooner without
disrupting operations, creating audit headaches, or compromising security. Flox gives financial
services firms a single, governed release unit that travels unchanged from a researcher's
laptop through ClI, staging, and production, traveling with the same dependencies and
producing the same behavior at every stage of the SDLC.

Teams move more quickly, production incidents drop, remediation cycles tighten, and
governance is inherent in the engineering workflow rather than a parallel process—or bolted
on after the fact.

In capital markets, firms that adopt Flox tend to see the following business outcomes:

» Shorter time-to-production for ML/Al releases
Reduce the iteration tax of rebuild - publish - redeploy for every dependency tweak.
Promote changes by switching a pinned environment reference, so releases become
smaller, more frequent, and less disruptive. Make it practical to ship modern CUDA/Python
stacks on the cadence the business wants—without re-platforming everything around
them.
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« Reduced operational risk with atomic rollouts and/or rollbacks
Flox lets teams treat the environment reference as the unit of promotion, so production
change control is more predictable. Teams roll back by reverting a single reference to a
known-good generation/commit/store path, minimizing downtime and reducing blast
radius.

« Faster incident response and tighter MTTR
Teams can reproduce runtimes on demand (from the same pinned reference) at any stage
of the SDLC, which accelerates triage and eliminates guesswork. They can also debug
incidents in the same dependency context that triggered them, reducing repeated handoffs.

« Stronger GRC posture with reduced manual overhead
Firms get an audit-ready record of what ran, how it was built, and what changed between
releases; this record is rooted in deterministic dependency graphs. Flox aligns technical
traceability (i.e., Nix store paths, build inputs, provenance) with governance workflows (PR
review, approvals, signatures), so orgs get compliance evidence for free from normal
delivery work.

« Reduced security exposure and quicker CVE remediation
Teams can identify what's affected by new vulnerabilities at the environment level, then
patch by updating declarative definitions and promoting a new reference. Flox makes it
possible for teams to move from time-consuming, OCI image rebuild cycles to targeted
(atomic) updates that are at once easier to validate and easier to explain to risk
stakeholders.

« Lower cost, less waste across build, storage, and distribution
Reduce the frequency of image rebuilds and the resulting registry overhead + network
transfer of multi-GB artifacts. Minimize duplicate artifacts across teams by standardizing
on shared, versioned environments and reusable packages. Reduce the operational load on
platform and SRE teams who otherwise spend cycles babysitting image pipelines.
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» Accelerated researcher and engineering throughput
Give ML/AI researchers a consistent, self-serve runtime substrate that works across
macOS/Linux and CPU/GPU contexts. Improve collaboration by making experiments and
evaluations reproducible months later, reducing rework and speeding model validation.

» Strategic flexibility without rewiring your platform
Support VM-first, bare-metal, Slurm, and Kubernetes patterns without forcing a single
infrastructure bet. Use OCIl images where they fit, but treat them as a delivery format
derived from the same source-of-truth environment, not the unit of promotion.

The net net: Flox transforms dependency management from a source of operational
drag into a governed release cadence. Firms ship ML/Al into production faster, with
fewer incidents, tighter auditability, and materially improved security posture, without
disrupting the deployment patterns they rely on and trust.
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